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Test Production
vhg2-cst-tst.vfims.com vhg2.vfims.com
VHQ 178.21.209.12 178.21.211.75
443 443
us3int.tpaasgateway.com us.vpaasgateway.com
APG TRANSACTION | 192.131.0.155 199.71.106.7

443 443
us3int.tmerchantportal.com | us.vfmerchantportal.com

APG REPORTS 192.131.0.156 199.71.106.15
443 443
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(Heartbeat) HB y1¥2% M2yH w1 (DHCP) N1 NN nTna
: 2N 1912 NN NIX AN & Static nMm NTna

TN 14549 Sy prpnb e .l

Users (Prod)
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XND'0 'pnH e .2
1234567 & 2580456
P17 MN9DN HY wpnd

Administration Sy g'pn% 1 .3

Verifonal
Main (FProd )

Information

Administration

Manufacturing

Verifone:



2020 n»anan | VER 1.6

Communications Sy 'pnH 1 4

Date/Time

Communications

Language

Ethernet w'pn% 1 .5

Communications

Ethernet

Ethernet IPV6
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eth0 Dy w'pnH v .6

Ethernet

: XQN 19X NN DX TanD e 7

(1)Static> DHCPn Mode N'$91X2 NMaw? 1 X

(2)won% yapaw Ip Address N2IND " TaN5 w1 .2

(3)Mask wpnH v

(4)Gateway ¥'pnH 1 1

(5) Dn"w2 008.008.008.008 DNS1 + DNS2 2 T1an w2 DNS '™ NN .0

010.XXX.XXX.XXX VTAND K1 10.XXX.XXX.XXX — XAAT NMN90 3-n NINO N2 &Y N1702 902 0 wpnH pr*

255.,255.248.0
10.160.96.1

IP address

10,160,98,83

10,160,103,255

Broadcast

Default
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IP address
IP address

10,160,10,126
10.160.10.126

Broadcast
Broadcast

255,2565,248,0

Gateway

N2 (HXN T8 NHYyNS J0N2 ) NN YNN Y IR DITRN MN9DN Sy wpno er .9
OK — D™M»wn MMy .X
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P
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Reboot Informaﬁon

Logout Adminlstratlon

Manufacturing
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"N2n Mpo" qon% NN r Rebootn (N5 .11
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DMUNID NP TA NDIPY TINY

.N91PN NIDINQ Y¥INNY MN'ONN YY1 1N, (Register) N91p% TN yxvas pr .1
: D'X2N D2%wN 95 MX Tester N1D1N2A Register NP 0T TN Y¥IH N MY M NTna

TN 8+0 D'wpn Sy NN 1 HY MM, 'wonn S2py IPNNQIND DX XD 1 X

FCTT

il
Network Details Enable

Gateway: 10.160.96.1
DNS1:10.1600255.220
NS 2::1.0/215,255,220

J'Wonn DY TN My 2 05NN N Tayh 9'NNn1 MXTester 2 1annNnh 10 .2
MXTester.2 IP N NX D012 0'DM¥ 12NIX NXT MPYH 1D
Setting>y Y1NYH w1 )wXIN JON2

r
ol MX925 Tester v2.2.24.0

Host |000.000.000.00C| Port (5015 & Ses2ociDIRSI0 &

; [7] Is Training Mode ?
Not Connected

Administrative calls ISession calls I Payment calls I Device Calls I Report calls I Free Call|

Ping ‘ | Pairing Status
Open Lane | | Close Lane
Cancel | Reboot
End of Day Settlement Only Batch IC 0
Erase SHVA

13 -
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: D'X2N D019 NX 1 TAND 1 Setup NMaiw/H1 .2

Model Typea P400 N2 v/ .1

'X QWD 1K 9D 1'wonn S IP NQINDN NX 1Y .2

5015 X0 Portny X M5 p1 3

a5 MX Terminal Configuation

Setup Defaults Base64Decode Pay by face

| Model Type P400 v
2
I IP Address 10.160.98.001| v|| [ Is dynamic IP
' Get Physical Address
| Port 5015 S
Request TimeOut 10 =
Security file location ' [secDB | Load
KTK | |
MAC Key | |
[] Ignore MAC key in Responses ?
41 Log Session ?
Log Path i Show MX.LOG file
send Log file
Save And Close

Verifone:
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Defaults nnw/521 .7
" Is Training Mode * 711"0 NX TN 2a™n

o' MX Terminal Configuation - O pd

Setup |Defaults | Base64Decode

[] Version 1.X

Chain ID 13311

Store ID 5440

Lane ID 057

Alternative Terminal ID 012345678

Pos Type /ATTENDED v]
Session ID 120 9

[ Is Training Mode

4 Show Full Response

[] AllowCancelOnDiscover

Save And Close

" Save And Close " — (D™M2'&/N NX TNIY) MA01 N Sy y1INH5H o

15 -
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Host |10.160.10.126 | Port 5015 &

Coemmmomeai

Administrative calls Session calls Paymentcalls Device Calls Reportcalls Free Call

Ping Register Status
Open Lane Close Lane
Cancel Reboot
End of Day

Erase SHVA Ping HeartBeat

Read QR-ID
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Connect Sy wpnH v 1

=2 m] X

Session ID 0

Show Full Responses Health Check

Decoded Base64 Fields

(2)22Nn wonny p1n Ve mik1b N L(1)0K wrpn e a0

Disconnect Host | 10.160.99.32 Port 5015 o 2

e

Connected

Administrative calls Session calls Paymentcalls Device Calls Reportcalls Free Call

| Ping " Register | | Status
‘ Open Lane | Close Lane ‘
| Cancel | | Reboot |

SessionlD 52

Is Training Mode ?

Health Check

ERROR: Incomming message authentication failed. -~
<RESPONSE>
<FUNCTION_GROUP>ADMIN</FUNCTION_GROUP>
<COMMAND>STATUS</COMMAND>
<SESSION_ID>52</SESSION_ID>
<TRAINING_MODE>0</TRAINING_MODE>
<EVENT>COMPLETED</EVENT>
<GW_CODE>0</GW_CODE>
<EVENT_TIME>03.08.2020 14:15:10</EVENT_TIME>
<MAC>1IUo5RgGbKoxLxinYQzNOmm3qVX6BAMWCSTK2t 7Fu0A=</MAC>
<RESULT_CODE>1</RESULT_CODE>
<SHVA STATUS></SHVA STATUS>

Terminal Answer

X pTATUS>
)2</APP_VERSION>
K/ASHRAIT_VERSION>

— |
‘7 End of Day | Batq Command: STATUS COMPLETED 'N1D03 M9 NIN JIpN 91'DI0N 1'wdn Ej}’,f?,iow
SESSION_OPEN:
TERM_ID>
25397-583</T ERM_SERIAL_NUMBER>
>
P: Downloadindication>

EraseSHVA | | Ping HeartBeat

Read QR-ID

<POS_TEXT>X1JU7? M9 XIX 212N 221100 1WIN</POS_TEXT>
<AGGREGATED_CODE>1</AGGREGATED_CODE>
</RESPONSE>

Decoded Base64 Fields

Verifone:
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Register 5y p'pn5

8 P400 Tester v2.3.6.0
| Disconnect [

Setting [

Ping

Administrative calls  Session calls Paymentcalls Device Calls Reportcalls

Host |10.160.99.32 Port:  |5015

&

Connected

e
OpenLane Close Lane ‘
Cancel || Reboot |
 EndofDay | BachiD [0 3]
Erase SHVA | Ping HeartBeat |
I
ReadQRAD |

Free Call

Session ID

Show Full R:

-

<]

Health Check

<RESPONSE>

<COMMAND>PING</COMMAND>
<SESSION_ID>0</SESSION_ID>

<EVENT>COMPLETED</EVENT>
<GW_CODE>0</GW_CODE>
<CHAIN>69991</CHAIN>

<STORE>2340</STORE>
<LANE>100</LANE>

<MODEL>P400 Plus</MODEL>

</RESPONSE>

<RESPONSE>

<COMMAND>PING</COMMAND>
<SESSION_ID>0</SESSION_ID>

<EVENT>STARTED</EVENT>

Decoded Base64 Fields

<FUNCTION_GROUP>ADMIN</FUNCTION_GROUP>

<TRAINING_MODE>0</TRAINING_MODE>
<RESULT_CODE>0</RESULT_CODE>

<TMS_MERCHANT_NAME>Shufersal</TMS_MERCHANT_NAME>
<DEV_SERIAL>275-397-983</DEV_SERIAL>

<POS_TEXT>NN?8N1 N2V 10N? NMWRN N T2</POS_TEXT>
<AGGREGATED_CODE>0</AGGREGATED_CODE>
<FUNCTION_GROUP>ADMIN</FUNCTION_GROUP>

<TRAINING_MODE>0</TRAINING_MODE>
<RFSLIT CODF>N</RFSLIT CONF> ¥

: NINQN M21YON NX Y85 2 NNDIw 1M1 .1
Device ID = 699912340100: Xnx17,0'p>N 3% p71nn Device IDNY X5 .1
Register Terminal 2y Y\N%5 pr .2

QR M MONN 10N V'O N¥'NYN INXD .3

(M1 mavp NMPMxS a5 0w v ) Enter the key (KTK) Show on Terminal 2 Mpn DX M5 1 .4
OK 1IN &M 0p 12N NN9' 101 WNXY ,Exchange Key and Finish Sy ppn% w1 .5

17

o] Register terminal

(] Version 1.X Competable
Chain ID

Store D

90TKoMUccDLrc14n

Lane ID

Atemative Teminal ID (Ecr ID)

POS Type

1. Registerthe POS detals.

2. Enterthe key (KTK) Show on Teminal .

3. Exchange key , Commi.

69991 |
2340 |
100 |

012345678

ATTENDED v

NNONA T NX XD Ui

Exchangs Kay and Finish

- 0 X

Verifone:
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VHQ N5 ,( 7wonn 5w 1o S/N + DID ) MN8N "019 NX 1"yN "'Wwonn , NN NXS .2
5V Y1N5% yonn ,0MuNn19N DTN N2V DX 1D 1D ,7'won VHQ Nn DMUN19 TN i
.Ping HeartBeat MN9D

Disconnet | Host  |192168.1.198 | Port |5015 O SessionlD |80 <
885078 s Trairina M
Seting | Temnid 0885078013 o
Administrative calls Session calls Paymentcalls Device Calls Reportcalls Free Call
10N calls ayment calls ice S eport calls ree v Full Responses Hea"h
<RESPONSE> A
: : — <FUNCTION_GROUP>ADMIN</FUNCTION_GROUP>
Py Bigives <COMMAND>PING</COMMAND>

<SESSION_ID>596baa6-17d7-443b-abcb-a0d57c 70adad</SESSION_ID>
<TRAINING_MODE>0</TRAINING_MODE>
<EVENT>COMPLETED</EVENT>

Sweniene heebee <RESULT_CODE>0</RESULT_CODE>
<GW_CODE>0</GW_CODE>
<CHAIN>13311</CHAIN>

B <STORE>5440</STORE>
Cancel Reboot <LANE>063</LANE>
<TMS_MERCHANT_NAMESTEST</TMS_MERCHANT_NAME>
<DEV_SERIAL>275-313-815</DEV_SERIAL>
<MODEL>P400 Plus</MODEL>
<POS_TEXT>NN?%N2 N2V 7002 NWPN N T11</POS_TEXT>
Bachd 0] <AGGREGATED_CODE>0</AGGREGATED_CODE>

End of Day </RESPONSE>

<RESPONSE>
<FUNCTION_GROUP>ADMIN</FUNCTION_GROUP>
<COMMAND>PING</COMMAND>
: <SESSION_|D>596fbaa6-17d7-443b-abcb-ald57c 70adad</SESSION_ID>
Erase SHVA Ping HeartBeat <TRAINING_MODE>0</TRAINING_MODE>
<EVENT>STARTED</EVENT>
<RFSUI T CONF3N</RFSUIT CONF> ¥
Narndad RaecafA Fialde

VHQ N ,NpT Ty MM on NX21 VHQ 9 ,(HeartBeat) HB N21 P400 N ,iN9DN Yy N¥'ND INXD
.P400 2 DMUMD TN 'NNN
N8V RESTART NV qonn DMUMD NN NXY Ny 2wn

'On S NN DY RESTART DNY9 NV 1'/ONN DMUNTD DA NDIA D2 71 VHQ NNy ,0navn pr **
.RESTART N 12 MpT
XD MPH 021D NHOXN DaNNN
DTN NDIA NXRY MPON D8¥X DM'ONN DX 120N TV NNM™MODN N0 DM'/ONn DX 1YL .1
NUQ D'NMP D101 DTN NDIA NXDVN .2

.MpPoN DY DIX'N2 NPYN N NRDYN **

18 -
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5y ,NNO1w 15N2 OK &'pin X1 MX Tester N1D1N2 Status ¥'pn ¥ ,0MUNION DTN DO NXS .3
(3) (Weaver Id) APG IDM (2) 7'wonn S D)xM0N 'ont,(1) XA Mqon 'on NX 'w/ona XMmH Nin

85! P400 Tester v2.3.6.0 = [m] X
’ Disconnect \ Host 10.160.9932  Port 5015 0 Session|D |52
Setting lode
' omp =
Administrative calls Session calls Paymentcalls Device Calls Reportcalls Free Call . i |
Show Full Responses Health Check
. <RESPONSE> A
Pi S <FUNCTION_GROUP>ADMIN</FUNCTION_GROUP>
| g Eopmet | | o | <COMMAND>STATUS</COMMAND>

<SESSION_ID>52</SESSION_ID>

<TRAINING_MODE>0</TRAINING_MODE>
<EVENT>COMPLETED</EVENT>

‘ P oy [EEcostes ‘ <GW_CODE>0</GW_CODE>

<EVENT_TIME>03.08.2020 15:08:48</EVENT_TIME>

<MAC>2D+XC1RLNANF89DL1iCnB5cGoAFgLVNatkz6mO8pLyLi=</MAC>

, } <RESULT_CODE>0</RESULT_CODE>

] Cancel | Reboot | <SHVA_STATUS>3</SHVA STATUS>

Ver Number |

<DEBIT VERS!0N>O 0</DEBIT VERSION>

r = IS_LANE_OPEN>0¢</IS_LANE OPEN
‘ EndofDay | BachiD [0 3] g P0s S—

~<IS_SESSIAN_ OPENS0C/IS, SESSION
<SHVA_TERM_ID>0885078013</SHVA_TERM_ID>
<TERM_SERIAL_NUMBER>275-397-983</TERM_SERIAL_NUMBER> | 2
<WEAVER_ID>CFHFL6S22KOMEB123019</WEAVER_ID> . 3
<ParamUownloadIndication>yes</FaramDownloadindication>
<POS_TEXT>NN?28N</POS_TEXT>

] ) <AGGREGATED_CODE>0</AGGREGATED_CODE>
Erase SHVA Ping HeartBeat </RESPONSE>

Decoded Base64 Fields

Read QR-ID

X"ayY MY
DMLNID S DTN NN wonn ,MX Tester N1D1N2 End Of Day NP9 07T ,X"AW% MY y¥a5 o

YJ'] p] 85l P400 Tester v2.3.6.0 - = &
oron ) —
Disconnect | Host 10.160.9875  Port 5015 o SessionID |47 &=
V2 1Nl e P
Dnl) ‘ Setting ‘ o Is Training Mode
Is Ver 1.x Competable
-1 Administrative calls Session calls Paymentcalls Device Calls Reportcalls Free Call =] oo T
n‘lpb“ Show Full Responses L Health Check |
<RESPONSE> ~
: : FUNCTION_GROUP>ADMIN</FUNCTION_GROUP.
R Fing | Regiser || St | COMMANDSSTATUSCOMMANDS §

<SESSION_ID>47</SESSION_ID>

<TRAINING_MODE>0</TRAINING_MODE>
<EVENT>COMPLETED</EVENT>

Opentane | CloseLane | <GW_CODE>0</GW_CODE>

<EVENT_ TIME>03.03.2020 08:07:39</EVENT_TIME>

<MAC>bAgn 70 UIZsPYxNGru5AbBrub693wHxql617Jwbidts=</MAC>
- I - <RESULT_CODE>0</RESULT_CODE>

Cancel ‘ Reboot ‘ <SHVA_STATUS>3</SHVA_STATUS>
<DEBIT_STATUS></DEBIT_STATUS>
<APP_VERSION>3_0_10_0002</APP_VERSION>
<ASHRAIT_VERSION>4.16.0</ASHRAIT_VERSION>

<DEBIT_VERSION>0.0</DEBIT_VERSION>
= <IS_LANE_OPEN>0</IS_LANE OPEN>
BatchlD 0 % <IS_SESSION_OPEN>0</I5_SESSION_OPEN>
<SHVA_TERM_ID>0885078013</SHVA_TERM_ID>
<TERM_SERIAL_NUMBER>275-297-933</TERM_SERIAL_NUMBER>
<WEAVER_ID>CFHFLES22KOMBB123019</WEAVER_ID>
<ParamDownloadlndlcatlonwedearamDownloadlndlcahon>
<POS_TEXT>NN?%1</POS_TEXT>

T | <AGGREGATED_CODE>0</AGGREGATED_CODE
Erase SHVA | Ping HeartBeat JRESPONSE> B

KD

Decoded Base64 Fields

19 Read QR-ID [
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